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1	Decision/action requested 
Discussion paper for resolution of editor notes in solution #4.4 SQN protection during resynch.
2	References
 [1]    3GPP TR 33.846 “Study on authentication enhancements in 5G System”.
3	Rationale
This discussion paper is to resolve the editor notes added for solution #4.4 in TR33.846 [1], which is on SQN protection during resynchronisation.
4	Editor notes
4.1	Editor's notes about attack scenario 
[bookmark: _Hlk52219321]The following editor’s notes have been captured for solution#4.4 on SQN protection during resynchronisation in SA3#100.
[bookmark: _Hlk48754668]Editor’s Note: The following issue needs to be addressed: The number of RAND values that the USIM stores is a main issue. The attacker can record all the RAND in the storage, then send fake authentication request with RAND which can escape the RAND check. For example, the attacker acquires AUTS1 for RAND1 and stores this information. RAND1 is stored in the USIM. After a period, the RAND1 become the oldest one and it was deleted. Attacker can send new authentication request with RAND1 and acquire AUTS2. Thus, it is ffs if SQN still possibly leaks.
Editor’s Note: Further investigation is needed: An attacker could also record RAND values and could estimate the number of RAND values stored on the USIM by trial-and-error. 

Observations: 
Both editor´s notes address a similar issue, i.e. that the number of RANDs that can be stored in a USIM is limited and therefore this could lead to new attacks.
First of all, it needs to be noted, that with this solution the UE stores a RAND only when a sync failure happens. Thus, the RAND is not stored for every AKA challenge sent from UDM.  
Practically it is true that a UE has memory limitation and therefore limited storage availability of RANDs. Thus, the scenario explained in the editor’s note is theoretically possible, but practically a very hard achievable attack scenario. In above mentioned scenario, the time duration between AUTS1 and AUTS2 would have resulted in many increments of SQNms, so it is hard for a hacker to retrieve any SQN related information with the same RAND1.

Resolution:
Based on above observation it is proposed to delete the related 2 editor's notes in Sol. #4.4. We agree that the summary and evaluation part should acknowledge that it is dependent on the number of RANDs stored whether the probability of SQNms leakage is high or low. It is proposed to add text accordingly in solution summary and evaluation.
4.2	Editor's note about random noise in AUTS
[bookmark: _Hlk51854503]The following editor’ note has been captured in SA3#100 in the solution summary for solution #4.4:
[bookmark: _Hlk52219746]Editor’s Note: Could an attacker also change the value of the AUTS from all zeros to some random noise?

Observations: 
[bookmark: _Hlk52219848]If an attacker would change the value of AUTS, i.e. sending AUTS from all zeros with some random noise, this would make MAC-S to fail in UDM. This is because UDM treats this as an integrity check failed for AUTS. So, this is not a valid attack scenario. 

Resolution: 
It is proposed to delete this editor's note, since it is not a valid attack scenario.

4.3	Editor's note about backward compatibility 
The following editor’s note has been captured in SA3#100 for evaluation of solution #4.4:
Editor's Note: FFS if the solution has backward compatibility issues.

Observations: 
Use case: With USIM being older version and UDM being newer version: 
USIM will not store RAND value for sync failure and so AUTS will be shared to UDM. SQNms from AUTS is considered for re-sync procedure at UDM.
Use case: With USIM being newer version and UDM being older version: 
AUTS all zeros is not a valid value for older UDM versions. Below picture shows how AUTS is calculated. MAC-S is the integrity part, which is added, and this won't be zero in ordinary cases. 
Now with newer version USIM sending AUTS all zeros and with older version UDM trying to generate MAC-S with RAND value, this generated MAC-S is not the same as received MAC-S in AUTS (zeros). Thus, this will result in error and new AV generation. 

Resolution: 
It is proposed to delete this editor's note since there is no backward compatibility issue seen with this solution.

